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BRINGING THE POWER OF SAAS TO SECURITY CONSULTANTS

QualysGuard Consultant Edition is designed for security services organizations,
security consultants, and compliance auditors that provide vulnerability assessment,
compliance assessment and risk reduction services. Using the power of the SaaS
model, QualysGuard Consultant Edition delivers comprehensive security and
compliance services - including accurate network auditing, comprehensive
vulnerability assessments, policy compliance, web application scanning and
data-rich customized reports from a one unified Saa$S solution.

QualysGuard Virtual Scanner

The new QualysGuard Consultant Edition now includes virtual scanners
(vScanners) that simplifies deployment allowing consultants to quickly and easily
set up vScanners, on their laptops or on clients” sites to initiate engagements and
perform security assessments. Consultants can also manage multiple vScanners
for clients from their QualysGuard subscriptions, reducing their time on site.

Virtual Scanner Running on Laptop

QualysGuard Consultant provides:

Comprehensive security and compliance auditing

Scalability and accuracy of results

Ease of use and deployment with new vScanners

Highly customizable reporting engine in the cloud

Custom controls for policy compliance engagements

k€ False positives and false nega-
tives during an engagement
increase consultant review time.
QualysGuard’s accuracy and
reliability has helped us avoid
unnecessary activities trouble-
shooting invalid results.??

Senior Director, Consulting
Symantec Professional Services

k& The centralized model and
appliance solution provide an
extremely effective method for
us to manage assessments with
a nationwide staff and global
customer base.??

Vice President, Professional Services
FishNet Security

k€ QualysGuard’s consultant
package provides the best
management reporting tools
we’ve seen in the industry. Our
customers appreciate the quality,
in-depth detail, and easy-to-
understand graphical and empir-
ical data the report provides.??

Managing Partner
Digital Resources Group
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Qualys Awarded Winner for:

- Best Security Company

Best Vulnerability Management Tool
Best SME Security Solution
CEO of the Year



QualysGuard Consultant Features:

Reporting Policy Compliance

— Web-based reporting immediately available from any location — Trusted, third-party auditing and reporting meets the compliance needs of

— Custom report templates for flexible client reporting multiple compliance frameworks including CIS, CobiT, ISO and NIST.

— Flexibility in creating custom controls to automate the validation of systems

for regulatory gap analysis and compliance with industry regulations such
— Graph and trend summary reports for executives as HIPAA and 1SO 27002.

— Centralized data saves time spent consolidating results from multiple tools

— Detailed reports with verified remedies easily appended to deliverables - Automated Self-Service PCI compliance certification

- Expedite remediation with patch reportin .
P P porting Support/Maintenance
- Network topology visualization to easily assess and scope client networks .
— 24x7x365 live customer support
— Correlation with exploitability information from Immunity, Core Security, and

Metasploit — QualysGuard requires no additional maintenance or operating costs
— Export reports to Microsoft Word, HTML, MHT, PDF, CSV and XML formats — All functionality and management is available from a Web browser
for easy import into deliverable templates — Daily signature updates and feature enhancements are completed

i 3 automatically, transparent to the user
Accurate and Thorough Security Audits ) . —
— Technical training and certification workshops
— Comprehensive vulnerability KnowledgeBase incorporates thousands of

unique checks and compliance controls QualysGuard Consultant Starter Kit

— Web application testing for vulnerabilities, including: SQL Injection, The QualysGuard Consultant Starter Kit includes:

cross-site scripting and web site misconfigurations — (1) Scanner Appliance OR (1) Virtual Scanner

— Automatic daHyI updates to vulnerability datgbase eliminates the need to ~ Unlimited Network Discovery Maps

download and install updates before scanning

— Industry standard support for vulnerability scoring with the Common ~ 250 Vulnerability Scans
Vulnerability Scoring System (CVSS), and addition of custom detections - Professional Travel Case

using Open Vulnerability Assessment Language (OVAL) — Unlimited User & Manager Accounts

- Map feature detects and identifies servers, desktops, routers, wireless

) , - Co-branded, customized reporting options
access points and other networked devices

This special Starter Kit is only available to consultants. Additional Scanner
Appliances and scans (VM, PC or WAS) can be purchased at any time.

- Non-intrusive detection techniques minimize impact on customer networks Please contact Qualys for information on additional QualysGuard Consultant
packages and pricing.

— Unique fingerprints for over 2,000 operating systems, applications and protocols

— Scanning methodology supports both authenticated and non-authenticated
methods for various technologies and operating systems For more information, visit www.qualys.com or contact Qualys at sales@

— Customized scans configurable for optimal performance based on client’s qualys.com or 1 (800) 745 4355.
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