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SECURE YOUR WEB SITES FROM MAILWARE,
ELIMINATE VULNERABILITIES & INCREASE SALES

cation vulnerabilities, as well as SSL certificate
validation. Once a web site passes these four
comprehensive security scans, the Qualys
SECURE Seal service generates a seal for the merchant to display on their web site
demonstrating to online customers that the company is maintaining a rigorous and
proactive security program.

o Qualys SECURE Seal is a new service that allows
QUALYS businesses of all sizes to scan their web sites for
SECU RE the presence of malware, network and web appli-

Leveraging QualysGuard’s award winning scanning technology, Qualys SECURE
Seal is the only web site security testing service that extends the ability to scan
web site(s) for malware, network and web application vulnerabilities, as well as
validating the web site’s SSL certificate.

Qualys SECURE Seal: What It Does
Qualys SECURE Seal takes a 4 pronged approach to determine whether a web site
is properly secured:

Network (Perimeter) Vulnerability Scanning — Identifies
externally facing vulnerabilities on the web server that allow
attackers to access specific information stored on the host.

Web Application Vulnerability Scanning — Scans for vulner-
abilities in dynamic web applications, such as SQL Injection,
to ensure consumers interact with web sites that safeguard
their personal information.

Malware Detection — Evaluates the site for malicious soft-
ware the web site could unintentionally infect visitors with.

SSL Certificate Validation — Validates the web site’s SSL
certificate is valid and current.

k& Companies must also highlight
security as an integrated feature
of their services in order to
address the emotional issues
around lost confidence and trust.
Thus, smart companies will
aggressively pursue and promote
new technologies that offer such
consumer protections.??
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Rebuilding Consumers’ Trust
In The Internet
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Today, thousands of organizations
including 40+ of the Fortune Global
100 rely on Qualys to identify their
vulnerabilities and safeguard their
networks and applications from
threats and attacks. The Qualys
SECURE Seal extends this trust to
consumers, so they can feel safer
when shopping online.



Qualys SECURE Seal Features:

Core Benefits and Features of Qualys SECURE Seal

- Comprehensive scan for Malware on externally facing web sites

- Leverage QualysGuard to identify your web application and network
vulnerabilities

- Reporting that contains verified fixes for remediation
- All results in one place for faster remediation

= On demand scanning to verify if vulnerabilities have been remediated
properly
- Demonstrates security posture to online shoppers

- Reduction in shopping cart abandonment

- Safeguard your brand by helping prevent data breaches

How it Works

The Qualys SECURE Seal is easy to install on
any web site. Qualys SECURE Seal provides
the merchant with an HTML snippet, which is
easily added to the web site wanting to display
the seal. Once the scans are performed and the
merchant resolves all critical issues, the Qualys SECURE Seal will become visible
to visitors of the merchant’s web site.
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When a critical vulnerability or malware is found, an email notification is sent to
the merchant. The email directs the merchant to login to the Qualys SECURE
Seal portal to review and fix the security issue(s) identified.

The Qualys SECURE Seal is only displayed by merchants who are proactive in
remediating malware and critical vulnerabilities from their web site within the
grace period. Qualys SECURE Seal allows merchants to verify their remediation
efforts, by rescanning their web site at any time.

Pricing and Availability
Qualys SECURE Seal subscriptions are sold annually starting at $495 per year
per web site. Sign up for a free trial at: http://www.qualys.com/SEAL
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