
SKANDIA : NETWORK
SECURITYBUILT
TOTRUST
Skandiaprovidesfinancialproductsand
servicesdesigned to meetthespecific
needs of eachof itscustomers . And
Skandiahasbuiltitsbusinessby
concentratingontheareasthecompany
knowsbest

:
fundselection

, concept
development ,

andmarketsupportand
service . Thisfocusservesitscustomers
well

,

andSkandia'
s success is theproof . An

internationalbusiness
,

withcoremarketsin

GreatBritainandSweden
,

Skandia' s reach
alsoincludes

,

ContinentalEurope ,

Asia
Pacific

,

andLatinAmerica . Skandiagivesits
customerstheconfidence

, expertise , quality
andthefreedomof choicetheyneedto

buildfinancialsecurity to lasta lifetime.

Anothervitalelement of Skandia' s success
reallythesuccessof anyfinancial

servicesprovider is trust . Customersmust
trusttheadvicetheyreceive

,

theproducts
theypurchase ,

andtheviability of the
financialfirmstheyhire . Andtoday ,

more
thanever

, theymustbeable
to trusttheIT

systemsonwhichtheirfinancialprovider
runsitsbusiness . Thatmeanstheymust
trustthatthefirm' s network

, applications ,

anddataaresecure
,

confidential
,

and
available.

A crucialaspectof maintaininga trusted
business-technology infrastructureis being
able

to
detectandmitigatesoftware

vulnerabilitiesandsystemmisconfigurations
thatplacetheinfrastructure at riskof

attacks .Forsometime
,

to helpensurethat
itssystemsremainedsecure

,

Skandia
undertookmanualnetworkassessments
andregularpenetrationtests .

Butasthe
companygrew ,

in sizeaswellasin its
relianceonitsIT

infrastructure
,

it wanted to

find a wayto streamlineitsvulnerability
managementprocesses.
" Wewantedto moveawayfrommanual
assessmentsandautomateourvulnerability
assessmentssothatwealwayswouldknow
oursecurityposture ,

andoursystemswould
beupdatedona regularschedule

,

" says
AlanOsborne

,

leadsecurityarchitectat

Skandia .

" Essentially ,

theideawasto create
a wayto continuouslymonitoroursystems
sothatwecouldfindandremedy
vulnerabilities

,

" saysRichardTaylor,

service
assurancespecialistat

Skandia.

ForSkandiathiswasnosmallundertaking ,

withexternallyfacingserverslocated
aroundtheglobe ,

andmorethan 4 ,000

internal IP addresses to manage .
Aiso

,

because much of Skandia' s IT management
is outsourced

,

it wouldhaveto beeasyto

remotelymanagethenetworkscansand
accessassessmentreports.
VerifiableNetworkSecurityandCompliance
Afterevaluatinga

number of

softwarebased networkassessmentsolutions
,

it was
QualysGuardEnterprise ,

fromQualysInc.
,

anditson-demandSoftware-as-a-Service
(

SaaS
)
deliverymodelthatSkandiaGroup

chose .

"

It wasclearthatit wasextremely
accurateandeasyto use

,

" saysOsborne.

Today, QualysGuardVulnerability
Management (

VM
)

automatesthelifecycle
of networkauditingandvulnerability
managementacrossmuch of Skandia' s

operations , includingnetworkdiscovery
andmapping ,

assetprioritization ,

vulnerabilityassessment reporting ,

and
remediationtrackingaccording to business
risk . Drivenbythemostcomprehensive
vulnerabilityKnowledgeBase in the
industry, QualysGuardremediestheflaws
thatmakethelatestexploitsandattacks
possible . Asanon-demandSaaSsolution

,

thereis noadditionalinfrastructurefor
Skandia to deploy or manage.

TovetSkandia' s relevantglobalIT

infrastructureforvulnerabilities
,

the
companydeployedeightQualysGuard
appliancesaroundtheglobe . Because
QualysGuardcanevaluatethesecurity
statusof eachIT assetautomaticallyand
ondemand

, everyIT assethasitssecurity
assessedseveraltimes

a month .
Also

,

due
to

thefactthatQualysGuard '

s
software

,

securitychecks
,

andserviceallarecentrally
managedbyQualys ,

Skandiaknowseach
scanwillperformasexpected .

" Nowallof

ourscansaremanagedcentrallyona

weekly or biweeklycycle ,

" Taylorexplains.
"

Everythinggetsscannedeverytwoweeks
at a

minimum . Andthosereportsare
reviewed in ourstandardsecurityandpatch
meetings ,

" Taylorsays.

Thedetailandinsightprovidedbythe
QualysGuardreportsarewhattheteamhas
foundsovaluable .

" We'vegainedthe
visibilitywesoughtaroundvulnerability
management ,

" saysTaylor .

" We' re nowable
to seewhichsystemsarein needof new
patchesasthey' re released

,

validatethat
thepatchesarein place ,

andprovide a

graphical representationof ourprogress ,

"

hesays . QualysGuard '

s intuitiveandeasy

to-readreportsprovidebothexecutive-level
summariesanddetailedtechnical analysis.
Andthetechnical reportsincludea

detailed
descriptionof eachvulnerability ,

theseverity
of

thesecuritythreat
, consequences if the

vulnerabilitywereto beexploited ,

andthe
recommendedsolutionto fixthe
vulnerability , including links

to the
appropriatepatches.

QualysGuard '

s reportingnotonlyhelps
Skandiaremainsecure

,

butkeepsit

compliant to therelevantfinancialand
Europeandataregulations .

" Wehave
to

demonstratethatwehaveactivecontrolsin

place ,

andbeable
to provideconcrete

information whichvalidatesthatweare
meetingourregulatoryrequirements ,

"

Osbornesays .

"

Qualys is a tremendous
help in thoseefforts. "

Skandiasetoutto buildanautomated
,

verifiablevulnerabilitymanagement
program ,

andwithitsQualysGuard
deployment ,

that' s exactlywhatthefirmhas
achieved .

" We'vedonewhatweexpected ;

we'venotonlyincreasedefficiencies
throughautomation

,

butwenowcan
validateourlevelof security ,

" says
Osborne.

AlanOsborne
,

leadsecurityarchitect at
Skantiri

Skandia is currentlyexpandingitsuseof

QualysGuardin additionalofficesaround
theglobe ,

andputtingQualysGuard to use
in newways . Oneexampleis theway
Skandia is leveragingQualysGuardaspart

of theprocessof on-boarding newsystems
to itsnetwork .

" Allnewsystemsaresubject
to a QualysGuardscan to makesuretheir
patchlevelsareupto dateandthereareno
misconfigurations ,

" saysTimSelby ,

service
assurancemanagerat Skandia .

"

Today' s IT

environmentsareverydynamic ,

and
vulnerabilitiesandpatchescomeoutnearly
everyday. Qualysgivesusthefullpicture of

wherewestand
,

andtheinsightweneed
to

makesureourinfrastructure is solid
,

" Selby
says."

More at www.skandia.com
andwww.aualvs.com
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